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1
Decision/action requested

In S3-172225 Vodafone proposed to reach an agreement on when the SEAF should see the unencrypted SUPI sent from the AUSF. In the same paper, Vodafone requested comments. In this discussion paper we elaborate on the possible solutions and provide comments to Vodafone’s proposal.
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3
The Issue
In their paper S3-172225 [1], Vodafone discusses when the AUSF should send the unencrypted SUPI to the SEAF in the visited network and the possible impacts. In this paper we discuss the issue further and provide more details for the possible variants that Vodafone mentions.

3.1
What is the threat?

The issue of encrypting the SUPI was initially conceived to be a counter measure to protect the end-user from IMSI catching, which was made possible because any network could request the IMSI by sending an identity request to the UE when it would attach. The mechanism was therefore aimed at protecting against this attack. In their paper, Vodafone raises a related issue, namely that the mechanism should also protect against any visisted network requesting the IMSI without good reason. Since the threat is very similar, we propose to include this threat explicitly in the analysis of solutions. Concluding, the unconcealed SUPI should be protected against:

· IMSI catchers type of attacks where the identity request is abused to gain the SUPI in plain text over the air.

· Visited networks requesting the unconcealed SUPI without valid reason.

3.2
Desired measures

In order to deal with these threats, two measures should be taken:

· Confidentiality protect the SUPI over the air interface in such a way that only the home network can decrypt the SUPI. In 5G this is achieved by using a home network public key to encrypt the SUPI;

· Avoid that the serving network gets to the unconcealed SUPI without it being a valid network.

4
Possible solutions
4.1
Solutions in short

In the following sections, we have provided an overview of two types of solutions as identified by Vodafone. The first section describes the solution by Vodafone in one of their variants and the next one is an example of a “trickier” solution where the message flows are condensed. For clarity reasons, the messages are abbreviated and network functions are left out, but instead the serving network (SN) and home network (HN) are used.
4.2
Solution variant A – Vodafone solution
4.2.1
Details of proposal

[image: image1]
Figure 1: Vodafone proposal

The following steps are performed. The exact messages are left out for clarity, so that an overview of the mechanism is easily obtained:
1. The UE sends an attach message using it’s encrypted SUPI

2. The AUSF in the serving network (SN) sends an authentication request message to the home network (HN)

3. The HN generates AV

4. And sends the AVs to the SN

5. The serving network and UE exchange the challenge and response messages of 5G AKA

6. The SN verifies the authentication response
7. The SN confirms the authentication to the HN

8. The HN verifies the confirmation message and

9. The HN sends the SUPI to the SN

10. The SN sends a secure mode CMD to the UE to setup the NAS security. The message may include a identity request or the identity request may be sent directly after the setup of the NAS security.
11. The UE responds with an encrypted NAS message that contains the SUPI.
4.2.2 
Analysis

This solution meets the requirements for protecting the SUPI. The advantages of this proposal is that the HN has obtained strong evidence that the UE is authenticated and is present in the SN before sending the SUPI. Another advantages / the disadvantage of this proposal is that an authentication confirmation message should always be sent. However, in pre-5G networks, the visited network has always relied on the UE providing the SUPI / IMSI which implies that in this proposal the HN round trip may be avoided if the UE provides the SUPI after the secure mode command has been completed.

A disadvantage is that it is unclear what the SN should do when the SUPI received from the HN is different from the one received from the UE.

4.3
Solution variant B – “Trickier” solution
4.3.1
Details of proposal
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Figure 2: “Tricker” proposals
The following steps are performed. The exact messages are left out for clarity, so that an overview of the mechanism is easily obtained:

1. The UE sends an attach message using it’s encrypted SUPI

2. The AUSF in the serving network (SN) sends an authentication request message to the home network (HN)

3. The HN generates AV

4. And sends the AVs and the SUPI (optionally encrypted one way or another) to the SN

5. The serving network and UE exchange the challenge and response messages of 5G AKA

6. The SN verifies the authentication response and might decrypt the SUPI based on the authentication response.
7. The SN may confirm the authentication to the HN

8. If so, the HN verifies the confirmation message and

9. If so, the HN sends a ‘confirmation OK’ message to the SN
10. The SN sends a secure mode CMD to the UE to setup the NAS security. The message may include a identity request or the identity request may be sent directly after the setup of the NAS security.

11. The UE responds with an encrypted NAS message that contains the SUPI.

4.2.2 
Analysis

This solution might meet the requirements for protecting the SUPI in case the SUPI is provided in some encrypted form to the SN. The advantages of this proposal is that the SN obtains the SUPI somewhat earlier than in the Vodafone proposal. How much earlier depends on whether the SUPI is encrypted or not. Another advantage / the disadvantage of this proposal is that an authentication confirmation message may be omitted. However, like in pre-5G networks, the visited network will require SUPI confirmation from the UE, so only after the security mode command has completed can the serving network request the identity of the UE and confirm the SUPI.
Like the Vodafone proposal, this proposal has the disadvantage that it is unclear what the SN should do when the SUPI received from the HN is different from the one received from the UE.

4.3
Solution variant C
4.3.1
Details of proposal
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Figure 3: UE sends SUPI during AKA
The following steps are performed. The exact messages are left out for clarity, so that an overview of the mechanism is easily obtained:

1. The UE sends an attach message using it’s encrypted SUPI

2. The AUSF in the serving network (SN) sends an authentication request message to the home network (HN)

3. The HN generates AV

4. And sends the AVs and the SUPI (optionally encrypted one way or another) to the SN

5. The serving network and UE exchange the challenge and response messages of 5G AKA. During the response, the UE provides the SUPI in an encrypted form to the SN.

6. The SN verifies the authentication response and obtains the SUPI based on the authentication result or a SUPI encryption key obtained from the HN.

7. The SN may confirm the authentication to the HN

8. If so, the HN verifies the confirmation message and

9. If so, the HN sends a ‘confirmation OK’ message to the SN

10. The SN sends a secure mode CMD to the UE to setup the NAS security. The message may include a identity request or the identity request may be sent directly after the setup of the NAS security.

4.3.2 
Analysis

This solution might meet the requirements for protecting the SUPI in case the SUPI is provided in some encrypted form to the SN. The advantages of this proposal is that the SN obtains and confirms the SUPI earlier than in the Vodafone proposal. Another advantage / the disadvantage of this proposal is that an authentication confirmation message may be omitted. Yet another advantage is that like in pre-5G networks, the visited network obtains the SUPI from the UE before setting up the security. Contrary to the other proposals, the SN has the option to fail the authentication when the SUPI provided by the visited network is different from the one provided by the UE.
A disadvantage is the complexity as Vodafone mentioned in their proposal.

5
Conclusions

We draw the following conclusions:

· No solution is obviously better than any other solution.
· The desire to provide the SUPI from the HN to the SN as early as possible has very little value because in practise the SN will wait for some sort of confirmation from the UE to be certain that the received SUPI is correct. Futhermore, by doing so, all sorts of conflicts arise which are avoided if no SUPI is provided from the HN to the SN, but instead the identity request is used.
As such, there is no advantage to provide the SUPI earlier than after the NAS security context has been set up.
6
Appendix – Vodafone Solution for networks that do not allow encrypted SUPIs

For networks that do not allow attach by encrypted SUPIs, the following call flow shows how that could work in case of the Vodafone solution:

[image: image4]
Figure 4: Vodafone proposal for networks that do not allow encrypted SUPIs
The following steps are performed. The exact messages are left out for clarity, so that an overview of the mechanism is easily obtained:

1. The UE sends an attach message using it’s encrypted SUPI

2. The AUSF in the serving network (SN) sends a ‘encrypted SUPIs not allowed’ message with the SUPI to the HN.
3. The HN generates a response that is fresh, SUPI specific, and visited network specific, and instructs the specific SUPI to use a clear text attach on this particular network.
4. The HN send the response
5. The SN forwards the response to the UE
6. The UE verifies the response and attaches again with the SUPI.
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